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1 OVERVIEW

This paper introduces a new auditing model to detect if specific data was used to train a generative
language model. They empirically show that this approach can effectively detect with very few
queries and can successfully audit well-generalized models that are not overfitted to the training
data. Moreover, authors analyze how text-generation models memorize word sequences and explain
why this approach works well on them.

2 BACKGROUND

2.1 PROBLEM DEFINITION

To define the problem, the author assumes that the auditor merely has the black-box access to the
target model, and the request frequency may be limited. Furthermore, the auditing might be based
on a relatively small list of words or even a single word, instead of numeric probabilities.

2.2 MODEL BACKGROUND

In this section, the author firstly introduces the definition of deep learning models, which is com-
posed of a function fθ : x→ y parameterized by θ, a labeled training dataset D = {(xi, yi)}ni=1
and a loss function L.

Recurrent neural networks are a common architecture for text-generation tasks such as next-word
prediction. It maps the input sequence to a sequence of hidden representations H = [h1, . . . , hl ],
where the computation of hi is recursively dependent on the previous hidden representation hi−1
and the current input token xi , and then feeds these hidden representations to a classifier.

Sequence-to-sequence models are a common architecture for text-generation tasks where both the
input X = [x1, . . . , xm ] and the output Y = [y1, . . . , yn ] are sequences of tokens. It is
widely used in machine translation tasks and dialog generation tasks.

2.2.1 TEXT-GENERATION MODELS

Based on the algorithms mentioned above, the author then introduces three different task models: 1)
Next-word prediction, 2)Neural machine translation and 3)Dialog generation.

Next-word prediction: predicts the next token from the given context. RNNs are commonly used
for this task. Given a input sequence X = [x1, . . . , xm ], RNNs models the conditional
probability Pr(xi|x1, ..., xi−1) = f(x1, ..., xi−1) and aims to maximize the probability for the

sequence Pr(x) =

l∏
i=1

Pr(xi|x1, ..., xi−1) . Hence, the loss function is the negative log likelihood:

L(f(x), x) = −Σli=1Pr(xi|x1, ..., xi−1)

Neural machine translation uses the sequence-to-sequence framework that translating one se-
quence into another one. We can feed a sequence X = [x1, . . . , xm ] in to the en-
coder, and retrieve a sequence Y = [y1, . . . , yn ] from the decoder. During the training
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process, it computes the probability Pr(yi|y1, ..., yi−1;X) as f(y1, ..., yl−1;X). Similar to the
next-word prediction task,the loss function is the negative log probability on the target sequence:
L(f(x), x) = −Σli=1Pr(yi|y1, ..., yi−1;x)

Dialog generation aims to generate replies in a conversation. it can also employ a sequence-to-
sequence architecture. Dialog generation tasks have a similar loss function with machine translation
tasks.

3 AUDITING TEXT-GENERATION MODELS

To determine whether the target model uses a user’s data or not, this paper designs a user-level
membership auditing method: the auditor builds a binary user-level membership classifier f audit
that takes as input a (processed) list of predictions obtained by querying f with a subset of the user’s
dataset Du and outputs a decision on u ∈ Utrain.

3.1 TRAINING SHADOW MODELS

To collect the data for training faudit, the auditor needs to train k shadow models f1′...fk′ to
simulate the target model f firstly. Each shadow model selects a subset of the auxiliary dataset
Dref . In Section A.2, this paper shows that public sources can be used for Dref and the loss in
audit accuracy is negligible when Dtrain and Dref are drawn from different domains.

3.2 TRAINING THE AUDIT MODEL

The core idea of this paper is using the distribution of the output ranking as signals for infer-
ring user-level membership. As the paper demonstrates in Figure 1, even for a well-generalized
model of which test-train accuracy is close, the model ranks relatively rare words much higher in
the evaluation as it saw them in the same context during training.

Given a user u’s data Dref,u , the auditor initially queries the shadow models on each data point
(x, y) ∈ Dref,u and then collects the ranks of y in f ′(x) into a rank set Ru. After collecting the
ranks for all (x, y) ∈ Dref,u, the auditor builds a histogram for Ru with a fixed number of bins
d. The final feature vector Hu is a d-way count vector where each entry is the count of the ranks
in that bin. Subsequently, the auditor extracts features Hu and labels them as 1 if u ∈ Uref and
0 otherwise. Finally, the auditor repeats this procedure on each shadow model, obtains a labeled
collection Daudit and trains a binary membership classifier u ∈ faudit on u ∈ Daudit. We refer to
u ∈ faudit as the audit model.

3.3 AUDITING MEMBERSHIP IN THE TRAINING DATA

The auditor can randomly sample a few queries to test the target model. However, it should be noted
that even the sample can be random, but this paper shows in Section 4.2 that it will be more effective
if selecting the relatively less frequent words or sequences.

4 MEMORIZATION IN TEXT-GENERATION MODELS

In this section, authors analyze why this auditing approach works so well for well-trained text-
generation models.

4.1 WORD FREQUENCY AND PROBABILITY

Since the text-generation model is driven by the sum of the negative log probability loss function,
the model actually tends to memorize sequences that occur in the training data. Figure 1 shows
the histograms of the log probabilities of the more and less frequent words in the training and test
sequences. There is a gap between the less frequent words in the training sequences and those in
the test sequences. This gap indicates that the model assigns higher probabilities to words in the
training sequences, producing a strong signal that can be used for membership inference.
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Figure 1: Histograms of log probabilities of words generated by text-generation models. The top
row are the histograms for the top 20% most frequent words, the bottom row are the histograms for
the rest.

Figure 2: Ranks of words in the frequency table of the training corpus and in the models’ predictions.

Furthermore, the 20% frequent words dominate the 80% train datasets, thus text-generation models
typically generate words from the top 20% of the word-frequency distribution. This explains why
the training and test losses of the model will be similar.

4.2 WORD FREQUENCY AND PREDICTED RANK

Figure 2 shows the relationship between a word’s frequency rank of the training corpus and its rank
in the model’s predictions. These charts demonstrate that the models assign much higher rank to
words when they appear in training sequences vs. when they appear in test sequences, especially for
the less-frequent words. This explains why this auditing algorithm is successful when it queries the
target model with less-frequent sequences.

4.3 ABLATION ANALYSIS

The author conjectures that text-generation models learn generalizable patterns for the most-frequent
words while hardly memorizing the less-frequent sequences. As shown in the Figure 3, when no
hidden units are ablated, accuracy is similar for the most-frequent words and the rest. However,
when more hidden units are ablated, accuracy on the training data degrades quicker for models that
are hard-memorizing the training data. This indicates that predicting less-frequent sequences is more
dependent on specific hidden units in the model and thus involves more memorization.
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Figure 3: Ablation analysis on Reddit and SATED.

5 CONCLUSION

This paper designs an effective membership auditing approach on text-generation models. This
approach can work very well on the given datasets and models with a few queries. Meanwhile,
this paper conjectures that text-generation models learn generalizable patterns for the most-frequent
words while hard-memorizing the less-frequent sequences. Finally, they also list three limitations of
this auditing technique.

6 IMPROVEMENTS

6.1 AUDITING ON DIFFERENT LAYERS

This paper only audits the output of models, but the middle layers provide more information if we
can access them. In the scenario of local-remote model architectures, we can interpret the middle
representations and analyze its membership in the similar way.

6.2 DYE PACK

Inspired by the bank dye pack, this idea is putting a few deliberately designed instances into the
training dataset. There is a high probability to say that the model trained on the specific dataset if we
detect the “Dye pack” from the model, that is much easier than auditing by ordinary training data.

A EXPERIMENTS

This paper selected the Reddit comments dataset to evaluate next-word prediction tasks, selected
The speaker annotated TED talks dataset for machine translation tasks and selected The Cornell
movie dialogs corpus for the dialogue-generation tasks. For cross-domain reference, they used the
Wikitext-103 corpus, the English- French pair in the Europarl dataset and the Ubuntu dialogs dataset
for each task respectively.

A.1 EXPERIMENT 1: PERFORMANCE OF TARGET MODELS

Table 1 shows the results for models trained on 300 users, with the test data sampled from 300
disjoint users from the training set.

A.2 EXPERIMENT 2: PERFORMANCE OF AUDITING

They train 10 shadow models for all tasks and use a linear SVM as the audit classifier. The audit
model achieves the perfect score (i.e., 1) on all metrics for all datasets and models when there is no
restriction on the output size and query time.
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Table 1: Performance of target models. Acc is word prediction accuracy, Perp is perplexity.

Table 2: Effect of training shadow models with different hyper-parameters than the target model.

A.2.1 EFFECT OF DIFFERENT HYPER-PARAMETERS

To demonstrate that knowledge of the target model’s hyper-parameters is not essential for successful
auditing, we train 10 shadow models for each task with different training configurations. Table 2
provides the result that auditing scores are still above 0.95 on nearly all metrics for all tasks and
models.

A.2.2 EFFECT OF THE NUMBER OF USERS

To evaluate how the number of users in the training dataset affects the auditor’s ability to infer the
presence of a single user, they train word-prediction models on 100, 500, 1,000, 2000, 4,000, and
10,000 users from the Reddit dataset. The result is shown on Figure 4.

A.2.3 EFFECT OF THE NUMBER AND SELECTION OF AUDIT QUERIES

To measure the performance of auditing when the auditor is restricted to only a few queries, they
vary the number of audit queries between 1, 2, 4, 8, 16, and 32 word sequences.

A.2.4 EFFECT OF THE SIZE OF THE MODEL’S OUTPUT

In a realistic deployment, the model’s output may be limited to a few top-ranked words rather than
the entire ranked vocabulary. For the translation task, audit performance is much higher than random
guessing even if the model outputs just one top-ranked word and exceeds 0.9 when the model outputs

Figure 4: Effect of the number of Reddit users used to train a word-prediction model.
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Table 3: Audit performance on obfuscated Reddit comments.

Figure 5: Effect of the number of queries and sampling strategy. Plots on the left show the results
when the auditor samples the user’s data for queries in the ascending order of frequency counts of
tokens in the label; plots on the right show the results with randomly sampled data.
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Table 4: Effect of the model’s output size.—f(x)— is the number of words ranked by f.

Figure 6: Effect of noise and errors.

50 top-ranked words). These results demonstrate the remarkable extent to which translation models
memorize specific word sequences encountered in training.

A.2.5 EFFECT OF NOISE AND ERRORS IN THE QUERIES

Du may be noisy or partially erroneous. To evaluate how this affects auditing, for each training
user, authors use part of data to train f and hold out the remaining fraction to represent noise during
auditing. We vary this fraction between 0.1, 0.2, . . . , 0.5.

A.2.6 AUDITING OBFUSCATED DATA

The authors evaluate the effect of obfuscation on the success of auditing. This is the first step
towards determining whether text-generation models memorize specific word sequences rather than
higher-level linguistic features.
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